
DEFR TRAINING
MODULE

I n d i a n  L a w s

Information Technology Act

Evidence Act

Indian Panel Code

 C y b e r
I n v e s t i g a t i o n

 Pre- Acquisition Investigation

Cyber Forensics

 Documentation

I n t e r n a t i o n a l
s t a n d a r d s

Budapest Convention

ISO/IEC 27000 Series

NIST Standards

C o u r t
P r o c e d u r e s

Network Forensics Tools

Device Forensics Tools

Cloud Forensics Tools

D a t a  A c q u i s i t i o n
t o o l s

RBI Regulations

SEBI Regulation

PDPB Regulations

R e g u l a t o r s

WHY
DIGITAL EVIDENCE

FIRST RESPONDER ?

Criminal Courts

Civil Adjudication

Regulator Adjudication

An organisation can be a victim of
cybercrime or responding to a legal /
regulator requirements. Any
mishandling of fragile & temporal
digital evidence can ruin the case. It is
the duty of each IT staff to know how
to acquire & preserve digital evidence
at the very initial stage itself to avoid
any blame of tampering. 
Eight hours (spread over one or two
days) training workshop is designed
to meet the Indian Techno-Para-
Legal requirements for
empowering a person who acquires
(collect) the digital evidence.

https://www.digital-secure.in/
http://www.labsystems.co.in/

